
Republic of the Philippines
Department of Education

Region lV-A CALABARZON
CITY SCHCIOLS DIVISION OF CABUYAO

ADVTSORY NO.0L-1 2018
ln response to the correspondence of YISRAEL SOLUTIONS AND CONSULTING

{YISCON) lNC., dated March 21,2018, this advisory is issued for the information of All Heads
of Govemment Branches, Bodies or Entities, Public $choolAdministrators, Principals, Assistant

Principals, HR Personnel, lT and all others concerned.
March 26, 2418

INVITATIONAL ATTENDANCE TO THE YISRAEL SOLUTIONS AND CONSULTING
(YtscoN) lNc. DATA PRTVACY AWARENESS AND COMPLTANCE yTTORKSHOP

This office announces the invitation of the YISRAEL SOLUTIONS AND CONSULTING
(YISCON) lNC. to the Dafa Privacy Awarenes$ and Compliance Warkshop on the following
dates and venues in the attached enclosure.

Participation of teachers shall be upon the recommendation of school heads and shall
adhere to the DepEd Time-on-Task Policy.

All expenses shall be borne personally by participants and on official time only.

Attached herewith are the correspondence, workshop program matrix, confirmation form
and the NPC Circular 16-01 from the YISRAEL SOLUTIONS AND CONSULTING (YISCON)

lNC. for information and appropriate action. For further information, inquiries andi or clarification,
please contact Hashien Grace M. Pecson thru mobile no. +83 936 363 0805, or tel. No. (632)
616-3066.

illd,"/
DOR|S DJ. ESTALTLLAX

fficer-ln-bharge 1
Schools Division Superintendent
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Mar* 21,2018

ils. t),oris DJ. Eshlilla
School Division $uffiledent
DEPED Gabuyao

Conhcf Ho: (049) 5&0792
Email: division.cabuyao@deped.gov.ph

ATIET'IIIS{ T& ALt HEADS tr GOW. BnAl$tlES, BODIES OR EIITITIES, iilCLUDfiG XAIIOLAL @W
AGENCE$, B$reAUSffi SFEE$ C0il$mrn0Dalt COffiElSlSaS, LGUS,SCGS,

STATE C(X,I.SE tH! UHVffiTES.

$UBJECT: " IIATA PmrAgr llSARg{ElXl AilO CffitlAllCE HOfiXS}IOP"
f,EPt SLiG ACT t0{73 0* DATA PSillrACY Agr Or 2fi2
trBo To PmrAcY rPrgr Astffiiffi{r fiA}

SECUTITY IHnIAII} AIIO ATTAGI$

Dear SirlMadam

Greeiings!

We arc $eased to invib yar md yur personrelh t{R, Fkare, Aertin, lT, Sdpd Atun*sffirs, Princip-al, AssL Pfincipal
and hose yytp harre aecess b prsord dah b ed b he m Priv"acf fimeness md Corpftarrce Workshop to be held

m the wo*shop schduhs slahd bder.

Sec{ion 2 of Rspubh Ad Ns. 10173, & lct6m a the D& F iuacy Ani d erz pPA[ prs,kh fnt it is SB policy of tn
Slate b protect tn txr#nenH hsfian tft d piurf d ryamnication trdtila enurirg free thr of kfuEetion b promote

inrgvation and growth and h sruJre hat persmd infusmlion in infunnatin and csnrrunicafon systems h the government

and in he pdvate secbr are seored ard prdeckd.

Under Sdhn 22 of Uu DPA of Atz, &e hd d dr gcerm€nt agsry or [r$unetHlty is reprnbb fur mmpl$ng
wih he seCIrnty rery.rirwulb nurtoned in UE htr Tl*i in*k ernriq d sendliue pe*sord hfrrrnttm traintair$ by
hisrher agency are s*rred, re hr a p#e, wih he tm d flte srost ryprryi{e sbnffi recogt{zed by tte
infonnalionandcornmr*)atingbdrr&gyirxisey,adae rwwnerMrytnl{MBircyCunaesim.

ln addition, unds NPC Ciradar lrb lG0l, one of te gueraloHilplims of a gcnemrent a6ncy enga@ in fe procesing
of persmal data is to coduct a nwdalory, 4ercy*tide lri*rfng on pimcy ad datra pmMion pol*:*es once a year. A
similar irainirq steil be povkd ering d eerry p€r€o{nd o{kxetse

All institrlims, hft from he Go€rffrnnt ard ftinde wbr prming persord & in ttte Fhiliphes are rcqu[ed b
cornply wih RA 101frI, to Oata Primcy Act d Ultz, a d c he Fpkrcntirry Rtu and ReguHins {lRR} ard
memorandsm circulas isxrd by tre NM Privcy Conm*nn (tm).

It is for this reason that we ae exbndiq his irwihlion to your ugatatixr or qency to stend h our woft*rop to eeist
yur and eluci&b hev b cryrply ard Fdkipae in Ule NPCs rmdnmp btrads seffiity d perso$al &h in fte govemment

agencies.

We also encourqe yo*r b furm or sde a Brea& Rerpome Twn b be leaM by Ule [}ah Proedlon Otrrcer (DFO) to
atbndlromSesionlbSe**x3inordsblwearmrfiEtrW$rgd&etHP*r,tryAdd20l2iblRRand
implemenhtion prdices Sle sit bqs cr 1iviry [Em a pae$cd se*se d $p ,uk and 0!* krpad as reI as vah.sile
insiglrB to help $epffi you agHEry 0n &e dle€s E pr€ssiE.

Belonr are tre workshop sdredk:

$ES$i*id tsf;ATi*$l Y{qJKtrsHUl.

$*FtESiJLSS
Training Fee

llive*ut)

\i -li {4'"t'.t
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$ES$H3H 1:

. tilODU[E 1 - lntuo to Ha Pfvacy
Act of 2012

. I{ODUIE 2-Rohof fte ]ata
Proteclion Officer {DPO}

r HODULE3-Privxy Sanqement
Frame*<rk

r Module 4 - Procedulgs on Bata
Protectioq

r ffodule 5- Breaeft Response
Frccedurc

tsAilttA

{One San

itriguel Ava
BuiHing)

APRTL 18,2St8

{8:30am4:08pm}

Fhp 2,000.00Ipax

SAGUIO

Prine Hohl-
Baguio

T ARCH 26, l0r8

{8:3Banr4:00pm}

APRIL23,2018

{8:30arn-4:0t}pm}

Flrp 2,S00.00ftax

SESSOT,I2:
r H0DULE 8-lntrcto Pduacy

Impact Assessment {F!A}
r h{ODULE 7* tsuilding Your

Personal Oab lcventory {PDry
r f,IODULE 8- ESTABLiSfiS,TG

PRIVACY GOVER}iAilCT

" MODULI 9 - Handling Cornpbi*e

*At{trt-*
(One $an

ffiigu*lAxe.
BuiMingi

*FRIL t$,20',t8

{8:3$am4:00pn}

Php I,000.B{}ipax

SAGUtO

Frime Hatel-

BaSEis

MARCH ?7,21,18

(8:30am"{:SOpm}

APRLed$18
{6:30andSBpm}

Php 2,S00.00/pax

SESSIIH 3:

" MODULE i0 - Security Threab &
Attaeks

r h{ODULE tI - Pnparingturthe
!necitable

' HOIIULE 12 - fieeting Begiskaticn
Requiraments

i,AflIt.A

{One&n
HiguelAve-
BuiHi*g!

APnL?8,2018

{8:30a:*4:S{lpm}

Fhp 2,0S0.0S1pax

BAGUIO

Prime llo&l-
Bagrb

tfiARCtt 28, A8t8

{8:30arn4:00pm)

AFR|L25,2*18

{8:31}a*r{:Bt}pn}

Php ?,000.St/pax

Our workshop will be tleld for Syee t3) days at tre designabd vemre6. Sernlnar Fee is Php 2,000lday pel pax for live-rut
(inclusive of fainhg kit, lurdi, afilpm sndc and certificab of prtfuipa{ion). Paynent should be made on he aCIount of
YISRAEL SOLUTffi\E SrlD C{B{SULT$'IG i\{SCCH'l} S-lG. Kindy fl up fe atMrd Confrmation Fonn whir*t requires a

list of ycur pailicipants sd fa{ b {02} 9S 2MS s c'oail d hxt*ensecsr6visreHahorivacv.cfli br your uodtshop

schdule.

We also conduct irrfmse Eahirp E p,r ae inbre*d, plffi infum rs attre cofihct lxsrbss sffid bdrr.

For inquiries arxl/or dariktion, $ease contact us by anafl at hashien.remon@vbreldalagivacv.com (ahnlion to:

Hashien Grace M. Pecson) or thnr text at npbile nunber +53 $S 363 0805; hndline (6U) 61$-3086; tehhx at {02) 956

?v25.

-1#- r-i.^ic;-.6

tMrE surnr$rflIffiHlr* $E0Q n
?sFri$Y.ar*TE*lE

l{e.rr conmilbd bfirinb&linGeacaef, @|, NrrMtSto.Er.rl.df khrdfi*hdm t"eterEa h&metl.Al Pnt d&b
commffi, arprinrry @f IEI,Y* srac&E-&ryr*blh.!*irkt uiiddbcbfledpIlotdtdlifrdc.

t{eal!nSoil&}hrm#*nhgadprQdtli krd$uffilE*ro*ucselnbl*re4rrhdathdi*ldorhffiatoilttt ?.*
fur snFfifltce lith arDri,rB, Ff,cr.

Persooal lnfurmationstrge*rary!G*t*ede€g$f ftoortqresry* furaed*rydrmffi*f,rrr+cerlhc ktcn*t tild, o.ilr(lqh.El.?tuE
co'lv€{Eati}n rit* }trr, lSs rq & coSed FGr3.*d *t il64} & pr to*a €rid pa*ha diq oa yur [d$s tllfrncG, {f,ili !( .f,th.t !.t3o.lL

tfii &3 #$ir*3tlrHflEl*a,!r! srbi*Lrr i$*Fsr$ rrqt**ilg tiH:ftM 'il* r*frtr*h lhclr?h$a) *rs6#*i*sbaE* fF.e d iqtw*q arr
quaf ad efedireress ard 1o pro{irr !6{, rittr irilomdio&. t{a nil r{E Plrblbt yo{rr namr h cmnactiglr rih sty inlcm*ioa y0{: provitb *fqd }t[]t pcmiss k L

ii



AEEUIEegtXs; tfe*'kv! Grase i{. Fess{}r1 €m$rrxatiwr Elate;.

HffiSS$& PksefilFsrf$refwrnheimr{rea$abi*a*dsmrrecf nen"esp*}ii*g#SartcipaftLs}end fuxtolHTraining
ktariatst{*3} *&:fltqr s.rl*il ta

{.s H_E_{-n -u$ LLA_H-fi*O__B-H

Please reserue me/w on this uuldnpscMule:

f{ame of Companyl

-lrelEo. l*tobilero. lraxlto.

Padicipants Details:

Sate Tirne Ho.ofS{ot
Ressrve

tlPTrot{ 1
tE$e{$t

Pass*&*ts,

{Baguio) March 26,2018 8:3Sam-4:OOpm

{Saguio} March 27, ?S18 8:33am-4$Oprn

{Baguio} March 28, ?&18 8:3Oarn-4$Spm

{Mani}a} April 1A 20I8 8:!l(Ian4:O0pm

(Manila) April 1!1, 2018 8:3Gam4:O&pra

{Manila} Apnl 20, 1O18 8:30am4:00pm

(Baguio) April 23,2018 8:30am*4SOpm

{BaEuio} April 24, ?018 8:30am4SOp:n

iBaguio) April 25, ?S18 8:3Gam-4:OOpm

PAYMENTiIETHCIB

All payments shallbe made in Philippine Pesos.
n Deposit SiiplClreck payrreff
Please make check payable to:

YISRAEL SOLUTSNS AirD CQ!,r$ULT1il6 ftA$COt{} 8ie.

Fl*as* depo*it y*ur Faym$€ to rur i*r6*nk Account
BAI*HT}Ef*IL$:
Acer*t Fdame: YHiEAEL SOLultOilS e COFIsULT*& {YISCONiINC
Acrou:rl Humber: t64'l.l 84?.1S

Paslp0. Raynu*do Ave. Eranch

{Pbase fax oremaitihe jaymentio us and bring your original
derosittlip sa tlE u*rlt*horl

Requested by:

EGSIIE*IBI FOTISI:
GIIAftA}TTEE}SIIS
Pleasa ff$f|eccrffiiion km b$ffi&e y$r$.'tt$sufio csrffi wiE

be $sr ?brry $ats' mttthgart ryrt aeHffiycf s*,
CA!$EU-[1U{Po[.-EY
NO mlllim uil ls nsrb nryrn mnfinndim hmmr frrlrsli.trthl eaq alhund anfu

Siignature orer pdnhd NarYp when &ere is a wrilien rotice 1o the Yisad SElutirins and Con*Iting {YISCON) lnc. at

least five {5} working deyr p&r to the seminar. Pba*e take fiolc that there is a
LATE-CA}iCEi LATEN ald l{Ols ATTEitsAffCE CHABGE ef tha 'l.5l$.g}fdav

PnwACrr{Cnct
"We fwn Yisael Sohr*ns atd Omxifiirg tYECOil[kE HiI r* *r lhai aI d fe pecmd htormalioas yut ]uw prodhd ulil be seolrcd
and rsnah cmfiden$d * rcudr as possi$e. We # infurmalims $h your poper co*sent ard trat necessary pefiFnal kr inforralim witt
trle inbflttoidfl fre pu4ose ln hilIsadhg wi$r ur"

AHOUNT



NPC Circular 1O-*1

DATE

TO

SUBJECT

Reptrb*ie ef the philippines
Natioflal Privary Commission

prn arycqmmissr+ncr@privacr,.gov. ph

Ltl Cctober 2tII6

ALL TIEADS $r G*VffiFd*EEhI']' B*EF€CHES, BODIES ORENTTIIE*, II$CLUDING }fATICINAL GOYEX"NMENT
.*G=NfiSS, gugEA$S SA CIS.gICE& CONSTITUTIONAL
C{}E{*tI5*X}h{5, LCI{AL GOYERNMENT UNITS,GOVERNMENT.$TTi}TED AND *CONTRCILLED
COEP{}RATE{}I{$, Sr&TX C*E"E.ESE AF&} UNTYERSITIES

$ECURTX GF FERSSNAL I}LEA IN GOVERNIVIENT
AGENCIES

WHEREAS, Article II, Section 24, of the ts7 Constitutiflr provides that the Staterecognizes the vital role of cmmrsricatisr srd infcrsratisr :n rtausr+c;uing. At the sametime, Arficle iL sectianfl Erereof ernpha*rzee that the state yalues the disrlty ef every humanpercon and guarantes full respet frr-humar rights;

WHEREAS, ?ft 2 of Republic Acr Ne- IlglTj,also Isro*:n as the Data privacy Act of201"2, provides that o : **- p"x+ d the- sar t" protJ *. rorrau**r,tal human right oIprivacy of communication while *"*ti"g free flow Jf inforcration to promote innovation andgrowth' The state also recognizes its il;r€nt obligation to efisur€ ttrat p:sonal information ininfonnation and communications syst€rns in the"govemmeni and in tlre privab sector aresecured and protected;

WHEREAS, pursuant to section 7 of {re Datl Privary Act of 2012, the National privacy
commission is charged with tte administratiol and impldrentation cf the provisions of thelaw' which includes- eltsrfing- the compliarce b.v personai inforrution cantrrollere with theprovisions of the Act and wittt ingnatianat sanaids far data trrrctection, and carrying outefforts ta formul,ate and imprernent plans *d ryFt rh"i;;&;. *,* p*!r"fi;; oi!r."*o*rinformation in the counkll, in cooidinatior, *tth other gaverrilrent agencies and the privatesector;

WHEREAS, under section 22 of the Data Privacy Act of 2012, the head of eachgoYernment agency or instrumsrtalitv is rcponsibh ior cr:urplying with the secudtyrequirements mentiorea in the law. rhis includes ensuring aII sensitive personal informationby his or her ry ae secrued m far as pri.tl*ute wi& th€ use af the mostappropriate standard rccognized by thu in-foruration and communications technology industry,and as recommended by the Cornnrissiory

WHEREAS, under section 23 of the Data Privacr Act of 201e the commission mayissue guidelines relating to actem by agency Fensond to ssrsitive perscnal inforrration;

WHEREAS, 9 of the lrnPteffiIsrt}q ntfq and Regulations of the Data privacy
Act of 20L2 provides that, among ttre comm*siorr" rorr"tir.,", i* to develop, promulgate,revieworamendrules*rrdregulationsfortheeffectiver*pte*o,t uooofttreAc0

WHEREFoRE, in coreideration of thee prenises, tlre National privacy Commissionhereby issues this circular gc*ccdng the secudty otpersonal data in gavemment agencies.
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RT}LEL
GENERAI. PROVISIONS

SECTION 1. Scopz. Ttrese Rules shail appty to all govcnment agencies engaged in the
prcrcessing o{ personal data.

SECTION ?-Patpose. These Rrdes are hereby issued to assist government agencies engaged in
the processing of perrorral data to meet their @al obligatirc wtder Republic Act No. 10173,
also l.mown as the Data kivacy Act of ZeP" afr its corre*ponding Implementing Rules and
Regulations.

A govemment ager:Ey rrlay use these Rules b iesue ard implement rrore detailed policies and
procedures, which refiect itr specific operating requirearenis.

SECTION 3. DefAfitio* af Tcrxts. Fen the purpose of thfu Grcu1ar, ihe following terms are
defined, as follows:

A. "Acceptable Use Policy- shsll refer tn a docunrerrt or set of rules stipulating controls or
reskictions that agency must agree to for access to ttreir agenct's neturark,
facilities, equipmenf or services;

B. "Act" refers to Repub*ic A6-t No. 18173, odswise luowa as *re Data Privacy Act of
2012 (DPA);

C. "Agen y Pelsofin€I" refers tr ail af6dak, of,ficers, employees or consultants of a
govetnment agerxqf/ including those covered bylab orders orcnntracts of services;

D. "Commission" refers to the Natiaral Privary Cornmissi,on {NFC}

E. "Data Centet'' refers to a centralized ryository, which may be physical or virtual, may
be analog or digitat, used {or t}re storage, management, and disserrination of data
including persnal data;

F. "Data Protetion Officer" re{ers to an individual designated by *te head of agency to
be accountable for the ageng/s compliarre with ttre Alc* Prwideil, that tlre individual
must be an organk of ihe agemcy: Prvsided furrt er, ltrat a
gov€rnment agerc-y anay have more than one data protection officer;

G. "C'ovenrmenf, Ageruw' r€fe6 to a goverflrrrent branch or body or 
""ntity, 

indudrng
national goyerffirent agerxie, bureaus, or o$ices, cnnstitntianal commissions, local
government units, governmerrt-owned and controlled government
financial instiArtio*s, siate callegs and univssities;

H. "Head of Agengl' refers to: {1) the trcad of tte gov€rtrment errtity or body. for rrational
government agerries. constitutional eommissions or offices, or branches of the
governmer*; {2} tt€ governring board ar iB du$ authcrized offkia} for government
otvned and controlled corporations, gorremment financial institutions, and state
colleges and universiti,es; (3) *E l,ocal chief executive, ferr lecal government units;

I. "Implenrenting Rules artd Regulations* er *IXIR' strall Ftaiu to Implemer*ing Rulm
and Regulations of Republic Act No. 1A173, otherwise lorown as the Data Privacy Act
ot2012;

I. "Personal Data- shall refer to all types of personal irtfsrsration, induding those
to agency
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K. "Privacy Impact Assessmenf is a process undertaken ard used by a government
agency to er.aluate and manage privacy irtpacts;

L. "System Managematt TooI" is a scftware syskr &at facilitates the administration of
user passwords and access righb.

SECTION L Ge*rr:al Obligdiarc. A governmerrt agency er6aged in the ptocessing of personal
data shall obserne the fcllowing duties and rspaasibilitis:

A. throtrgh its head of agenc)r, designate a k Protection Officer;

B. conduct a Privacy Impact Assessns* $or each program, proces$ or measure within the
agency that involves personal data, Prcoidril, that such assessment shall be updated as
necessa{F;

C. €reate privary and data protection lnlicies, taldry into accanmt the privary impact
assessfirenk, as well as Sections 73 to29 of fte IRR;

D. conduct a mandatcry, agenry-wide training on privary and data protection policiee
once a yeN: Pntoideil, that a similar training shall be provided during all agency
personnel orientations.

E. register its data systems !{ri& the Commission in cases w}rere processing
involves personal data of at least orre thousand (1,0m) irdividuals, taking into account
Sections Mt049 of theIBR;

F. cooperate yri& *te Conrnrission wlren the at€ncy's privacy and data protection
policies are subiected to revienr and assmment, in terE s of their compliance with the
requirements of tlrc Act, ils IR& and allismarxes by tIrc C-mmissio;l

SECTION 5. Prioaq l*yact Assess*est. A govemment agsrcy emgaged in the processing of
personal data shall ensure that its conduct of a privacy impact assessnent is proportinnate or
consistent with tle size and $€reitivity of the persoual data being procesoed, and the risk of
harm from the unauthorized processing cf *tat data-

The Privacy Innpact Assssmant shall indude tte fol}owing:

A. a data inverrtory identifying

1.) the types of per*nal dala held h &* agencl', ;ncluding records o{ its ow"n
employees;

2,, list of all information repositories holding persor:al data, including their Imation;
3.) typs af mediausdforstoringtlre personal dakr;and
4.) risks associakd wi*r the proceseing of ttre peronal data;

B. a systematic descriptiur oI the processing aperations antkipated and the purposes of
the processing, including, rrhere applicable, fu legitimate intere*t pursued by the
agency;

C. an assessment of the necessity and prropo*icnality of *re in relatian to the
purposes of the processing; and

D. an assessurcrt af the ris,ks to tlre rights and M<rm.s of data subiects.
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SECTION 6. CortralErarcwxkforDetaProteciiorr. The risks iderrtified intle privacy impact
assessment must be addresed by a control eame!+'o& which is a comprehensive enumeration
of the measures ingded to *ddffis *re risks, includirqg organizatio*ral, physical and technical
meas'ur€s to maintain the availability, integrity arrd confiderttiality of personal data and to
Protect the personal dara against natural dangers such as accidental loss or destruction, and
human dangers such as unlawfuI access, fraudulent misuse, unlawfuI destruction, alteration
and contamination-

The conterrts of a corrtrol fiamework strall take ir*o account, amortg o&sr, the following

A. nature ef the personal dala to be protected;
B. risks represented by tt* pnocessing, the size of tre organizatiur and complexity of its

operations;
C. currerrt data privacy bst practices; ad
D. cost of security implementation-

For agencies that process *e perwnat data records of more than sne thousand (1,0m)
individuals, indudingagenrry personnel, the Commissirn reeosrnecrtls ttre use of the ISO/IEC
27002 control set x the minimum standad to assess any gaps in the agency's control
framework.

RI.}LE U.
STORAGE OF PERSONAL DATA

SECfiON 7. Gr.ner.*{ Rute. P€rssnal data being processed by a goy€rnment agency shall be
stored in a data eertter, which Eray or may not be owned and controlled by such agency:
Prooided, that the ag€ilcy must be ahle to desronstrate to Sre Commission how i6 contnrl
framework for data pmtectiog and/ar, whece applicabte, &at of its enrice provider, shall
ensure compliance with the Act: Proei*ilfur*te?, thaf, where a svice grrovider is engaged the
Commission may require the agerr,cy to snrbmit ib cor*ract,trith ir* wrice provider for review.

SECTION 8, Encryption of Petsonal Dat*. All personal data that are digitally processed must
be encrypted, whether at rest or in transit. For this pu{pCIs, the Commission recoatmends
Advanced Encryptioa Stzadard with a key size al % bits {AF$256} as the most appropriate
encryption standard.

Passwords or passphrases used to .rccss 1xrsorral data $hould be of srtrieis* streagth to deter
password attacks, A paseword policy should be issued and errforced throqh a system
management tool.

SECTION 9. Restricted Access. Accese to all data centers owned arud controlled by a
government agency shall be retricted ta agenry persorrtet tlrat have the appr,opriate s€curity
dearance- This should be enforred by an accw ontrot $ysffir Erat records when, where, and
by -*"hcm the data centers are accessed. Accrss:eeords and procedures shall be revier.ed by
agency management regularly.

SECTION lA.S*vicePrapider asPersall,fill$orwa.tioxPrscrsisor. Whan a toverffnent agency
engages a service provider for ttre purpose of storing pesanat dah urtda the agency-s control
or custody, the service provider shall function as a persortal ir*earation processor and comply
'adth all therequirementsof the Act itsIRR and allapplicabteissuarrceby theCommission
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SECTION IJl. At*it. The Cammissicn reserses tle 
"igt 

t to audit a government agencr's data
center, or, where applica,blq, thatof ibssriceprovider.

Independerrt verification or certificationby a rryubbie third party may also be accepted by the
Commission.

SECTION la R.ecammerrdeil bilqcndeat Verifiae.ti*a or Crtifie*#srr- Ttre Commission
recommends ISO/IEC 27$18 as lhe most appropriate cstilieation far tlre sen ice or function
provided by a service prorider under *ds Rule.

SECTION 13. Archiox. The requireurents of this Rule shall also apptr5r to personal data that a
government agency has stnred for archival purposes.

RT.]LE III.
ACENCY ACCES$ TO PERSONAL DATA

SECTION 14. Accrss ta or Modificatioa af Databases. Only programs developed or licensed
by a government agency shall be allowed to acc€ss and modify databases containing the
personal data under the control ar custady of that agerxy.

SECTION I.5. Sr,clrrity Cle*rxnce. A governmmt agercy shall s{ricdy regulate access to
personal data urxder its control cr cu$dy. It shall graftt access to agenry personnel through the
issuance of a murity dearanee by the head of agenqy, anly rvhen the perfornrance of official
functior,s or the provision of a ptblic seni€e directly dryends sn such access or cannot
otherwise be perfomred without such access.

A copy of each security dearance muet be filed with the ageacy's Data Protection Officer.

SECTION 16- Cotctracta*, Consaltants cad Serzliee Previd*s. Aecess to personal data by
independent contractors, consultants, an<i service providers engaged by a govemment agency
shall be governed by strict procedures contained in firrmal contra€ts, r*'hich provisions must
comply with tlre Act, its IR& and all applicabh issuarses by the Counmission. The terms of the
contract and unclertakings given should be subiect to review and audit to errsure compliance.

SECTION I,7- &cceptebte Use P.oliq, Erh governurerrt agerxqf shal! have an uptodate
Acceptable Use Poticy regarding the use by agency of information and
communications technology. The policy shall be explained to all agurcy personnel who shall
use such technolory ia relation ts their functions. Eadr user shall agree to such policy and, for
this purpose, sign the appropriate agremrerrt sr documsrt, before being allowed access to ai'.d
used of the technology.

SECTION 18. Online Aceess to ?crsoila,l Datc. Agenry persormel ll"ho access personal data
online shall authenticate their identity via a secure encrypted link and rnust use multi-factor
authenticatiot Their acces,s rights must be ddlred snd ctrrkoltred by a system management
tool.

SECTION 19. Laeat Cryias o{ Per.se*el I}ota Aceessed Al'rinr,. A government agency sha}l
adopt and utilize technologies that preverrt personal data accessible online to authorized agency
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qqsonnel from being copied to a lccal machine. The agency shail also provide for the automatic
deletion of temporary files that may be stored on a local machine by itsoperating system.

119" possible. agency personn* shatl ilot be allowed to save files to a local machine. They
shall be directed to only sar.e files to &eir allocated netsrork drive.

Drives and USB Ports on local mad*nes rray alsc be dkab{ed as a security measure. A
qoYernTlent atency may also consider prohibiting the use of cameras in areas where personal
data is displayed or processed.

SECTION 28. Aut*orized Deviccs. A govemment agency shall ensure ttrat only known devics,
ryoPerly configured io the agexrcy's securitv stardards, ce authorize<l b acc€ss personal data-
The agency shall also put in place so{utions, whkh oaly al}ow authorized sedia to be used on
its computer equipmerrt-

SECTION 21. R-rtttote Disoottttzctioa or Deletioa. A goverrunent agency shall adopt and use
technologies that allow the remote disconnection of a-mobile devieJ o*rua bv theigency, or
the deletion of personal rt*fa ecntained therci& in everrt sueh mobile devke ir t""t a
notification system for suc*r loss must also be efabtished.

SECTION 22 Paper'based Filhry System.If personal data is stored in paper files or any
Plfslcai media, the govemrnent agency shall maintain a log from which it-can be ascertained
which file rt'as accessed ircluding nrhen, whse, ar,d ty whom- Strch log shall also indicate
whether copies of tte t t':* made. Agsrcy managerrent shall regularly rerriew &* log
records, including all applicable proedures.

SECTION 2?. Pex,oaal Data Shadag Agreem*ts. Access by other parties to personal data
under the control or custody of a govemment ageacy 

"fr.U 
t governed by daia sharing

agreements that will be covered by a eparate issuace of ttre Commissian.

RI,}LE rV.
TRANSFER OF PER.S(}NAL DATA

SECTION 24. Emails. A government agency that transfens prsanal data by email must either
ensure that the data is enqvpted, or use a s€cure email facility that facilitates the enayption of
the dah, induding any attactlm€nts. Passwords should be sent on a sqrarate email. ii is also

lecommended that agencies utilize systefi$ that scan outgoing emails, and attachments fcr
keyr+'ords that would indicate the preserre of pmsural aaL ana, if appropriate, prevent its
transmissioru

SECTION ?"5. ?ersonel Praductioitg Saftware. A government atency shall implement access
controls to Prevent ageriey fro,m prineing or copying prsonal daL to lxrsonalproductivify softwace like word proc€ssors and syreadslree+s *aido not have any security or
access controls in place.

SECTION ?5. Pa**ble Meitic.A govrnmerrt agerrcF that uses portabie media. zuch as disks or
USB drives, to store or transfer personal data must ensut? that the data is encrypted. Agencies
that use laptops to store personal data mustttilizc fulI disk encryption.
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SECTION 27. Reansable Pkysical acdia. Where possible, the manual transfer of personal
data, such as through the use of removable physical media like compact discs, shall not be
allowed: Prslrided, that if such rnode of trans{er is unavoidable or necessary, authentication
technology, such as onetirte PINs, shall be implemented.

SECTTON 28.Ecx Ma&ices.. Facsimile ecturolory *tall rrct be used for trarnmitting documents
containing personal data

SECTION 29. Transrnittal. A aBerEI that karrsmits documents or media
containing personal data by rrail or pt shall make use of registered mail or, where
appropriate, guarar*eed parcel post serr.ice- It shall shbtish procedrre that ensure that such
documents or media are detivsed only ta the persoa to vrhom tltey are addressed, or his or her
authorized representative: Prwided, that similar safeguards shall be adopted relative to
documents or media transmitt€d betryeen offices or personnel within the agenry.

RI,'LEV.
DISFOSAL (}F PENS'ONAL DATA

SECTION 90. Arddoal Obligations. A agency nust be aware of its legal
obligations as set out in Republic Act No. 9470, also knawn as the National Archives of the
Philippines Act o{ ffi7- Personal data recards, as we$ as incorring and outgoing emails, of
endwing value may be archined pursuant to such Act.

SECTION IL. Proceilqs*" Procedutes must be eetablished regardins

A. disposal of 6les d'rat cantain permnal data, whettrcr zuch {iles are stored on paper,
fiIm, opfual or magrretic medra;

B. secure di"pos*I of computer equipmenf such as disk serverr, dmktop computers and
mobile phones at end-ofdfe, storage ndia: Yrctiired, that the
shall inslude tlre use of degaus{rcrs, ermens, and physiezl destruction devices; and

C dien.'-"-e! of rersonal data stored offsite.ursdu vr r!

SECTION 3?- Thiiil-Party Senie€ Prodikrc. A govemmerrt agency ruy engage a service
provider to carr;. out ttre disposal of persorul data rmder its control or custody: Proairle4 that
the service provider shall contratually agrree to ttre agenc5/s &ta protection pracedures and
ensure that the corrfidentiality of all personaf data b proected.

RULE YL
MISCELLANEOUS TROYISIONS

SECTION 33. Dcta Breach Mntegete*t The appropriate guideline for managing data
breaches will kthe subiectof a separateis*uareeb,-v the Cammision
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SECTION 34. Penaltis. Violatiors of tlree Ruls, shall upcn notice and lrearing, be subject to
compliance and enM orderg leam and d€sist tr&rs, t€urporary or perrnanent ban on
the processing of perffiial rlat", or peym€fta o{ fines, in acsrdar,rce with a sc}edule to be
published ry the Comrnission

Failure to comply with tle provisb*sad this C:FErEIar may be a grcud fer adminis8ative and
disciplinary sanctians agairrst ary erring IErbIic ofu or eurphyee irt asurdance with ecisting
laws or regulations.

The commencement of a*y ar*irrr usrder this Circtlar is;adependent arrd without preiudice to
ihe filing of any action with the regular courts or other quasi-iudicial Hies.

SECTION *. An eritmsnB- These REIes slral} be su$ect to regr*a resienr by the Commission.
Any amerrdment tlrereto shall k subiect to the necessary consultations with the concemed
stakeholders.

SECTION fi.Trtnsitory Perioil- Government agencies shall be given a period of one (1) year
transitory period from the effectivity of these Rules to comply wit}t ttrc requirements provided
herein.

SECfiON 37, Separubitity Clause.If ary portion or provision of these Rules is declared null
and void or unconstitutional, the other provisions not allected thereby shall continue to be in
force and effect

SECTION 38. Rqe*ling Clause. AII other rules, regulations, and issuances contrary to or
inconsistent with tle provisions of thee Rules are deemed rcpeted s modified accordingly.

SECTION 39. Effectiofty. These Rules shall take effect fifteen fl.S) days after its publication in
the Official Gazette-

Approved:

{SgdJ RAYMUND E. LIBORO
Privacy Commissioner

(sgd) TVYD.PATDU
Deputy Privacy Commissioner

(Sgd-) DAIIiIAN DTCIMINGo O. MAPA
Deputy Prilraey Cammis*ianer


